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temporary records as are necessary to enable them to assist the FBI with the translation or 

analysis of such information. Records maintained by assisting federal agencies or NCMEC for 

this purpose may not be disclosed within the assisting federal agency or NCMEC, except to 

personnel involved in providing technical assistance to the FBI. 

4. (U) Upon the conclusion of such technical assistance to the FBI, the FISA-

acquired information or information disclosed to assisting federal agencies and NCMEC, will 

either be returned to the FBI or be destroyed, with an accounting of such destruction made to the 

FBI. 

5. (U) Any information that assisting federal agencies or NCMEC provide to the 

FBI as a result of such technical assistance may be disseminated by the FBI in accordance with 

the applicable minimization procedures. 

E. (U) Disclosure to the NSA, CIA, and NCTC. 

~S @W) With respect to any information that the FBI acquires from an electronic 

. communication service provider pursuant to section 702 of the Act, the FBI may convey such 

information to the NSA and CIA in unminimized form. With respect to any information that the 

FBI acquires from an electronic communication service provider pursuant to DNV AG 702 

he FBI may convey such information to the NCTC in unminimized 

form. The NSA, CIA, and NCTC shall handle any received from the FBI 

pursuant to these procedures in accordance with the minimization and querying procedures for 

those respective agencies, adopted by the Attorney General, in consultation with the DNI, 

pursuant to subsections 702(e) and 702(f)(l) of the Act, respectively. 
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F. (U) Dissemination of Foreign Intelligence Information for Terrorist Screening. 

(U) In addition to dissemination authorized under other provisions herein, foreign 

intelligence information, as defined in section 180l(e), may be disseminated to federal, state, 

local, territorial, and tribal authorities, foreign officials and entities, and private sector entities 

that have a substantial bearing on homeland security for the purposes of and in accordance with 

Homeland Security Presidential Directive 6 and the Memorandum of Understanding on the 

Integration and Use of Screening Information to Protect Against Terrorism and the addenda 

thereto. 

G. (U) Disclosure to NCTC of Information Acquired in Cases Related to Terrorism or 
Counterterrorism. 

(U) In addition to other disclosures permitted in these procedures, the FBI may provide 

to NCTC information in FBI general indices, including the Automated Case Support (ACS) 

system, Sentinel, or any successor system, provided that such access is limited to case 

classifications that are likely to contain information related to terrorism or counterterrorism. 

NCTC's receipt of information described in this section is contingent upon NCTC's application 

of the NCTC section 702 minimization procedures approved by the FISC with respect to such 

information. Nothing in this Section shall prohibit or otherwise limit FBI's authority under other 

provisions of these procedures to disseminate to NCTC information acquired pursuant to the Act 

and to which governing minimization procedures have been applied. 

H. (U) Dissemination of Foreign Intelligence Information or Evidence of a Crime 
Involving Computer Intrusions or Attacks to Private Entities and Individuals. 

(U) The FBI may disseminate FISA-acquired information that reasonably appears to be 

foreign intelligence information, is necessary to understand foreign intelligence information or 

assess its importance, or is evidence of a crime and that it reasonably believes may assist in the 
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mitigation or prevention of computer intrusions or attacks to private entities or individuals that 

have been or are at risk of being victimized by such intrusions or attacks, or to private entities or 

individuals (such as Internet security companies and Internet Service Providers) capable of 

providing assistance in mitigating or preventing such intrusions or attacks. Wherever reasonably 

practicable, such dissemination should not include United States person identifying information 

unless the FBI reasonably believes it is necessary to enable the recipient to assist in the 

mitigation or prevention of computer intrusions or attacks. 

I. (U) Dissemination of Foreign Intelligence Information or Evidence of a Crime 
Involving a Matter of Serious Harm to Private Entities and Individuals. 

(U) The FBI may disseminate FISA-acquired information that reasonably appears to be 

foreign intelligence information, is necessary to understand foreign intelligence information or 

assess its importance, or is evidence of a crime to a private individual or entity in situations 

where the FBI determines that said private individual or entity is capable of providing assistance 

in mitigating or preventing serious economic harm or serious physical harm to life or property. 

Wherever reasonably practicable, such dissemination should not include United States person 

identifying information unless the FBI reasonably believes it is necessary to enable the recipient 

to assist in the mitigation or prevention of the harm. The FBI will report to NSD all 

disseminations made pursuant to this paragraph within ten business days of such dissemination. 

NSD will promptly report to the FISC any disseminations made pursuant to this paragraph. 

V. (U) COMPLIANCE 

A. (U) Oversight. 

(U) To ensure compliance with these procedures, the Attorney General, through the 

Assistant Attorney General for National Security or other designee, shall implement policies and 
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procedures that ensure the good faith compliance with all of the requirements set forth herein, 

and shall conduct periodic minimization reviews, including reviews at FBI Headquarters, field 

offices, and U.S. Attorney's Offices that receive raw FISA-acquired information pursuant to 

Section III of these procedures. The Attorney General and the NSD or other designee of the 

Attorney General shall have access to all FISA-acquired information to facilitate minimization 

reviews and for all other lawful purposes. 

(U) To assess compliance with these procedures, minimization reviews shall consist of 

reviews of documents, communications, audit trails, or other information. They shall include, as 

appropriate, but are not limited to: 

1. (U) Reviews of electronic communications or other documents containing FISA-

acquired information that have been retained for further investigation and analysis or 

disseminated in accordance with these procedures. 

2. (S//NF) Reviews ofFISA-acquired information retained in electronic form to 

assess compliance with these procedures, including, with respect to raw FISA-acquired 

information in an electronic and data storage system that satisfies the requirements described in 

Section III of these procedures, whether such raw FISA-acquired information has been properly 

identified as information that reasonably appears to be foreign intelligence information, to be 

necessary to understand foreign intelligence information or to assess its importance, or to be 

evidence of a crime. FISA-acquired information may also be reviewed to determine whether it 

was properly identified pursuant to the attorney-client communications provisions of these 

procedures. 

3. (U) Audits of queries of raw FISA-acquired information to assess the FBI' s 

compliance with the provisions detailed in the Querying Procedures. The audits may include 
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reviewing a sampling of logs or other records that list FBI analysts and agents and their queries 

and accesses to raw FISA-acquired information. These audits may assist in determining FBI's 

compliance with the procedures set forth in subsection 702(t)(2) ofFISA and the requirement 

that the government report to the FISC each instance after December 4, 2015, in which FBI 

personnel received and reviewed Section 702-acquired information that FBI identified as 

concerning a United States person in response to a query that was not designed to find and 

extract foreign intelligence information. These audits may also assist in determining the FISA­

acquired information that was accessed and the individuals who accessed the information. In 

turn, the minimization reviews may include verifying that the individuals who accessed the 

FISA-acquired information in FBI systems were individuals who had properly been given access 

under FBI guidelines. 

B. (U) Training. 

(U) The Attorney General, or a designee, shall ensure that adequate training on these 

procedures be provided to appropriate personnel. 

VI. (U) INTERPRETATION 

(U) The FBI shall refer all significant questions relating to the interpretation of these 

procedures to the NSD. 

~ 
Date WILLIAMP. BARR 

Attorney General of the United States 
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